
9/2/2009

Gmail Artefacts
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Old methods
• Cached HTML
• No encryption
• Simple recovery
•Extract Temporary Internet Files
•Carve for HTML
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Improvements
• Compression (GZIP to save on 

bandwidth)
• Cache Control
• Asynchronus Javascript And XML (AJAX)
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JSON

json.org
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JSONwhile(1);

[[["v","137s2mfg40boa","1c22e772e53ff3
de","-902218240","1","vaknsvbtjz8a"]
,["gn","gsi test502"]
,["cfs",[]
,[]
]
,["i",50]
,["st",1208038540]
,["qu","0","6616","0","#006633",
0,0,0,"0","6.5"]
,["ft","Send photos easily from Gmail with 
Google\'s \u003ca href\u003d\"http://
picasa.google.com\" 

http://picasa.google.com
http://picasa.google.com
http://picasa.google.com
http://picasa.google.com
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Demo
• Firefox
• HTTPFox
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Tags -ct
Contacts
["ct","Joe Bloggs","joe@bloggs.co.uk"]

Labels
["ct",[["[Imap]/Drafts",0] ,["Apple Mail To 
Do",0] ,["BCS",29] ...etc.

mailto:joe@bloggs.co.uk
mailto:joe@bloggs.co.uk
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Tags -ds
Default Labels
["ds",[["inbox",11] ,["drafts",0] ,["spam",
13] ] ]
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Tags -gn
Google Name
Joe Bloggs
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Tags -cfs
Alternate Account (POP3)
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Tags -cl
Contact List
["cl","group","\"Jane Doe\" 
\u003cjane@doe
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Tags
cs- Conversation Start
ms- Message Start
mb- Message Body
st- Login time(?)
["st",1267051871]
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Tags -t
Google Talk
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Tags -qu
Quota
["qu","321","7427","4","#006633",
0,0,0,"0.3","7.3"]
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Potential Locations
• Memory dumps
• Pagefile
• Hiberfil.sys (remember to decompress)
• Could be cached on network failures?
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Extracting Messages
• Difficulty because of lack of caching
• Source from RAM could mean it’s likely to 

be fragmented (4096 Bytes)
• Fragmentation makes extracting the most 

value out of existing fragments difficult.
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Demo Tools
• EnCase Scripts
• Internet Evidence Finder


