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ÁAsynchronous JavaScript and XML 
ÁWeb 2.0 Design Trends 
ÁSame Origin Policy 
ÁCross-Origin Resource Sharing 
ÁExploitation 
ÁSome Thoughts 
ÁSolutions 



HOW DO THEY WORK? 



ÁA simple way to refresh content dynamically 
ÁPrevents having to refresh the entire page 

 
ÁOriginally 

ÁAJAX used for continuously updating content only 

 
ÁToday 

ÁAJAX is used for EVERYTHING 



ÁAJAX is being used more 
ÁFrameworks automatically use AJAX 



ÁScripts are confined to their originating site 
ÁXMLHttpRequest() follows SOP 



Demonstration 



HOW DO THEY WORK? 



ÁAllows XMLHttpRequest to make cross-origin 
requests 
ÁChecks the remote host to see if it allows 

cross-origin requests 
ÁRemote host responds with a header 
 

Access - Control - Allow - Origin : *  

 
Áhttp://www.w3.org/TR/cors/ 

http://www.w3.org/TR/cors/


ÁScripts are confined to their originating site 
ÁXMLHttpRequest() follows SOP 

 
ÁDocuments are confined to their originating site 
ÁXMLHttpRequest() checks with the remote host 

 



ÁDocument Object Children 
 

site: safe.com 
 
<html > 

 <head > 

  <script src ="http:// malicious.com /" > 

 </ head > 

</ html > 



ÁDifferent Document Objects 

ÁFrames 

ÁWindows 

ÁCookies 



Demonstration 



ÁCross-origin DOM objects are owned by 
different Document objects 
ÁSetting innerHTML changes the 

ownerDocument property of DOM objects 
 
 

 
 
Á http://dev.w3.org/html5/spec/Overview.html#innerhtml 

http://dev.w3.org/html5/spec/Overview.html


ÁCookies stolen in client-side because of 
injected resource 
ÁCookies were never sent cross-origin by the 

browser 
ÁFunctionality exists:  Access-Control-Allow-

Credentials 



ÁStatic Analysis 

Ágrep XMLHttpRequest 

ÁDynamic Analysis 

ÁGoogle Chrome Developer Tools breakpoint 

ÁTaint analysis 



ÁMake Cookies HttpOnly 
ÁSet Access-Control-Allow-Origin to null 



ÁAccess-Control-Allow-Origin null by default 
ÁOnly allow safe DOM objects on a cross-

origin request 
 
ÁMutual Origin Access Control 
 

 
 
Áhttp://isisblogs.poly.edu/?p=26 
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