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DEVELOPERS!

HOW DO THEY WORK?




Asynchronous JavaScript and XML

A simple way to refresh content dynamically
Prevents having to refresh the entire page

Originally
AJAX used for continuously updating content only

Today
AJAX Is used for EVERYTHING



Web 2.0 Design Trends

AJAX Is being used more
Frameworks automatically use AJAX
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Same Origin Policy

Scripts are confined to their originating site
AXMLHttpRegues() follows SOP




Our Web 2.0 Application

Demonstration



HACKERS!

HOW DO THEY WORK?




Cross-Origin Resource Sharing

Allows XMLHttpReqguesto make crossorigin
requests

Checks the remote host to see If it allows
crossorigin requests

Remote host respondwith a header

Access - Control - Allow -Origin : *

http://www.w3.0rg/TR/cors/



http://www.w3.org/TR/cors/

Same Origin Policy

ned-totheiroriainating.site
— i Ere b ecnesf follows SOP

Documents are confined to their originating Site
XMLHttpRegues() checks with the remote host



Same Origin Policy Does Not Apply

Document Object Children
site:

<html| >
<head >
<script  src = malicious.com >
</ head >
</ html >



Same Origin Policy Does Apply

Different Document Objects
Frames

Windows
Cookies



Our Vulnerable Web Application

Demonstration



Document Ownership

Crossorigin DOM objects are owned by
different Document objects
SettinginnerHTMLchanges the
ownerDocumeniproperty of DOM objects

http://dev.w3.org/htmli5/spec/Overview.html#Zinnerhtml



http://dev.w3.org/html5/spec/Overview.html

Note About Cookie Snatching

Cookies stolen In clierside because of
Injected resource

Cookies were never sent cressgin by the
browser

Functionality exists:AccessControlAllow-
Credentials



Bug Hunting

Static Analysis
grep XMLHttpReqguest

Dynamic Analysis
Google Chrome Developer Tools breakpoint
Taint analysis



Vulnerability Mitigation

Make CookieglittpOnly
SetAccessControlAllow-Originto null



Real Solutions

AccessControlAllow-Origin null by default

Only allow safe DOM objects on a cress
origin request

Mutual Origin Access Control

http ://isisblogs.poly.edufe=26
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p's blog

Browsers are from Hell, standards suck (and politics too)

DIVE INTO HTMLj

< HTML 5>
VS.

FLASH VS JQUERY



