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The REAL ID ACT of 2005 does not createa national ID card butan INTERnational BBOMETRIC ID card

The world is being enrolled into a single global biometric ID system through driver’s license/ID cards (DL/ID cards),
passports and other D documents. Biomerics, like facial recognition, digital fingerprinting and iris recognition, are
already being used by many d¢aesandnaions. The federal government atemptedto impose biometricson daelDin
1986. Internaional biometric planswere laid in 1995". Both predate 9/11. The biometrics required by REAL 1D,

other security laws, initidives, treaties and agreemants, arenot needed tools againg terrorism, but the fulfillment of a
global biometric ID system.

On March 1%, 2007 REAL ID’s “Notice of Proposed Rulemaking” (NPRM) was issued, revealing REAL ID’s global
biometric connection". T hethree main entities drivingthis system are:

1. The Department of Homeland Security (DHS

2. The American Associaion of Motor Vehicle Administraors (AAMVA)

3. Thelntemaional Civil Aviaion Organization (ICAQ)

AAMVA isan international associaion of motor vehicleand law enforcement officials'. AAMVA isresponsible for
international biometric DL/ID card standards and an international information sharing agreement, the “Driver License
Agreement” (DLA)". Themog recent AAMVA DL/ID standard is the 2005 “Personal Identification - AAMVA
International Specification- DLAD Card Design."” This DL/ID gandard, DLA and other document sandards are
requirements, cited in REAL 1D HR418"" and/or NPRM""'. AAMVA’s influence over intemational, federal and stae

DL/ID card lawsisevident in REAL ID (mentioned 30 timesin NPRM and 150timesin REAL ID final rules 01-11-
08) VIII.

ICAQO monitorstravelers, designed biometric*“e-passport$*” required for“Visa Waiver Nations*” and is
affiliaed with the UN*. Global enrollment intothe e-passport system is50 million annually'. REAL 1D
photos comply with ICAO “biometric datainter change formats™*"'standards, making state photos
compaible with global biometric facial recognition $andards.

Together, DHS AAMVA and ICAO arefulfillingthethree elements necessary for a global biometric sysem.
1. Common “interoperable” document and biometric standards set by ICAO-AAMVA

2. Biometric enrollment (passports, DL/ID cards, military 1D, government employeel D, birth records, ec.)

3. Internaional daabase linking containing personal-biomericinformaion (DHSAAMA-ICAO)
REAL ID and NPRM and/or REAL ID final rules, require saesto:
1. Adopt biometric photo ¢andards s¢t in ICAO 9303, a minimum resolution of 90 pixels between eye centers
2. To verify identification “breeder” documents and supporting documents through an online system (proposed
systems include DHS sponsored “federated querying™’ and AAMVAnet™")
3. Adopt documentation sandards set by AAMVA
4. Link gaedatabases and participate in AAMVA’s DLA

After issuing the NPRM, DHS released “20 Questions and Answers™"" about REAL ID. In it, DHSdenied:

e Creatinganaional ID cad

e Creating a national database on goplicats

e Requiring biometricsfor gaelD or goring biometric information from saelD
DHS claims are deceitful. REAL ID is an INTERnational ID. DHS can “legally” access database information through
the outdated “Drivers Privacy Protection Act” (DPPA) andthe DHS proposed “federated querying system” or
AAMVAnDet (described in the Final Rules as the “backbone” of the system). REAL ID DOES require photos
compdible with facial recognition biometrics and any government agency accessing the linked da abase system can
use any gaephoto with fecial recognition software, making it a biometric.



DHSdeniestha REAL ID requires biomerics but the “Privacy Impact Assessment for REAL ID ACT” (March 1,
2007) clearly states; “In addition, asa result of the Act, Sate databases will contain standardized photo images that
will allow law enforcement agencies to use facial-recognition technology to help apprehend criminals, and the Sate
DMVswill be able to use the imagesand application data to prevent drivers whose licenseshave been revoked in one
gate from obtaining them in another.” " (emphasis added)

REAL ID standards make state databases “interoperable” and database linking will result in states losing control of
their ID sydem. T he DL/ID card controls our ahilityto buy, sell and move. While under da e control, thispower
remains under the control of the people who have access to the lanmakersadminidering its use. REAL ID placesthat
control under federal and interaional entities through laws, initigives andtreaies, some of which are liged below.

FACIAL RECOGNITION — The Global Biometricof Choice
Facial recognition creates a digital, machine readable, map of one’s face. 3-D facial recognition potettially identifies
individuals in “real world” settings, addressing issues of lighting and movement, providingthetool for a surveillance
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society like Great Britain with an ezima ed500,000 surveillance camerasin London and 7 million naionally.

On June 28, 2002, the ICAO, and its stakeholders, unanimoudy endorsedthe
“Berlin Resolution” for “the use of facial recognition astheglobally
interoperable biometric for machine asssted identity confirmation with
MRTD’s (machine readable travel documents) ™ Why Fada Recognition?
Facial recognition can use existing digital photo databases (enroliment) and is suitable for public surweillance.

FACIAL RECOGNITION TESTS -

National seaurity funds are wasted on biometrics. Facial recognition failures are highly documented™ even in
AAMVA’s 2003 “Intemational Biometric Group” (IBG) report™'. The report “anticipates” (by two years), the linked
database requirements of REAL ID (300 million drivers), demonstrating AAMVA’s influence on federal legislation.

The IBG report reveals:

e “Synopsis of facial image recognition performance is POOR.”

e Test results on a “100-person database” showed “only “53% of multiple enrollees were identified correctly”
and “The comparatively small size of this database, and the error ratesencountered, call into question the
scalability of facial recognition for much larger sysems”(pg 10).

e .. facial recognition will not be capable of successfully performing 1:300m (million) identification™(pg 17).

e [IBGevauated a Colorado DMV case gudy using facial recognition to look for duplicate DL/ID cardholders.
On 3000 gpplicats/day, the facial recognition program produced 100-125 facial image matches/day. “False
Matches” were 99 % of those, making only 1% valid (about 1 per day or 26 per month (pages 93-94).

e Facial recognition has grea difficulty with facial hair and glasses (pages 30-32, 117).

e “Vendor’s performance projections” - “Estimated 69% corred ID rate on 300m (million) database” (pg
16). Vendor claimsfor a1:300 million environment, exceedthe small 100-person databaseted result (53%)!

The DHS sponsored, Facial Recognition Vendor Test 2006 (FRVT 2006)" also reflected inflaed vendor estimates,
prompting biomerics expat, Ben Bavarian to daetha thetestsare “only valid for the defined circumstances of the
NIST ITL labs” and these tests are “turned into marketing tools for vendors to push the products without doing the
right things for the technology.”

DHSWANTS MOREHIGH-TECH TOOLS-Human Dignity, Civil Rights, Testing & Fundion are Secondary
Like facial recognition, DHSshares equal disregard for ather tegingprocedures. On September 18, 2007, the
Washingon Pog reported, ™" tha weeks before key government tess of new radiaion detection equipment, DHS
officials “helped” contractors through repeated dry runs that enabled themto perform better during the examinations.
Congress expeded to usethelong-awaited tessto make a$1.2 hillion decision. Congress was previoudy concerned
that DHS misled them about the device’s effectiveness, known as Advanced Spectroscopic Portals, or ASPs.

Instead of investing in “real” security, DHS spent millions on Boeing’s “virtual fence,”
that doesn’t work.”™" DHS s also testing the “virtual strip search,” machine, AKA-
backscatter device, recently deployed in Phoenix.*¥ Another new item beingtededis




“Project Hostile Intent™*"' that will “identify” terrorists’ “intent” by judging behavior and facial expressions. The
suspicious test procedures and failedtedsby DHST SA are too numerousto mention in this document.

POWER, CONTROL AND DECEI T

Consder the numerous technology failures, the deceit of government agencies and the congitutional risks. How can
we trust biometrics, biometric vendors, internaional organizations and government agencies employing biometrics?
REAL 1D gratts DHSamost unlimited powers. DHScan also redefinetheir powers asthey seefit. NPRM gaesthat
the “official purpose” of REAL ID: "“includesbut is not limited to accessing Federal facilities, boarding Federally-
regulated commercial aircraft, entering nuclear power plants, and any other purposes that the Secretary shall
determine.” The section goesonto say, “...under the discretionary authority granted to the Secretary of Homeland
Security under the Act, may expand thisdefinition in the future. ” Even “final rules” is full of*potential changes.”

REAL ID’s official purposes have aready changedto discourage further oppostion i.e. accessto national paks.
Potettially, REAL 1D requiremeants could be imposed on banking, Medicare or cashing Social Security cheds, school
ID, éc. REAL ID isasymptom of asodety that haslost control of its government, where international
organizationshawe moreinfluence over sate and federal |aw than the people, or their elected representatives.

DL/ID Card Photo =Biometrics and deceitful enrollment. Why use facial recognition? Enrollment. The 2003 IBG
report daes “Facial recognition technology can acquire faces from almost any static camera or video, ” and “Facial

recognition databases...are capable of creating databases from facial images not specifically collected for biom etric
usage. ” Linked databases with photos = facial recognition dat abase.

RUSHING TO FAILURE- Increasng Risk and W asting Resources
Robert Moy (DHSUS Visit) stated that “information sharing is appropriatearound theworld, and DHSplansto

creste a “Global Security Envelope of internationally shared biometric data that would permanently link individuals

with biometric ID, personal information held by governments and corporations. ™" DHSis committedto global data

sharing and is“rushing” to fulfill a global biometric dream, before November 2008. Risking it all, DHSignoresthe

fads about, global biomerics, daa haring, allowing internaional organizaionsto influence U.S law and REAL ID.

e Global biometricID and database linkingthreaen religiousrights, privacy, states’ rights, and our sovereignty,
creging aglobal sydem of financial control, linkedto our bodies, run by intemaional organizations.

e Database linking-sharing will certainly result inan 1D theft pandemic. The consolidetion of power inone
document increasesthechancesof ID fraud just as data sharing increasesthe risk of 1D theft.

o Facial recognition will NOT work effectively on terrorigs unless they submit to enrollment and shave.

o Other countrieswill issue biometric 1D based ontheir own “breeder” documents (ex. birth certificate). Based on
those “breeder” documents, e-passports will be accepted a facevalue. Personsissuing, those documents, must be
experts in identifying fraudulent “breeder” documents or the biometric ID permanently legitimizesthe fraud.

e Thissygdem placesour naional security on the shoulders of govemment employees in Peru, Columbia, Haiti,
Bolivia, P&kistan, Saudi Arabia, China, €c.

e Every government must have secure “records” buildings, information technology systems and totally trustworthy
employeesproteding highly personal information colleced globally (shared databases). DHS T SA log ahard
drive with thousands andthousands of employee records. Great Britain recantly lost two disks containing personal
information of 25 MILLION people, half the country. How will DHS secure ID systems of other naions?

e DHShasdifficultieswith informaion sharing between al levels of law enforcement. How can we rely on other
naionsto share accurate and highly personal information on all their citizens?

REAL 1D, Wedermn HemispheeTravel Initiaive (WHTI), e-passport, Transportaion Worker | datificaion Credential
(T WIC), backscatter, virtual fence, “Project Hostile Intent” etc. are indicators of the current DHS mindset that can’t
keep itshands ou of thetechnological cookie jar. Whiletechnical failures mount, our naion becomes less secure.
DHS is wasting billions of dollars on “high-tech” failures instead of investing in fences and people desperately needed

on our borders and in our ports. This “DHS mindset” hasnot escaped the notice of the Government Accounting Office
(GAO), tha recently cited many problemswith DHS giving it a several failing grades.

REAL 1D and other biomeric laws must be repealed. Saesmust take back power from internaional organizations,
wipe databases of biomerics and biometric compatible information, and reducethe quality of photos, makingthem
unusable for biomdrics(max. 25 pixels between eye catters), protecting e e databases from futuretakeoves.
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A brief list of laws, initiatives and treaties beingused to impose a gobal biometric D system

The “Commercid Motor Vehicle Safety Act of 1986” attempted to impose biometrics on state ID
for identifying commercial driver’s license holders

1995 ICAO began work on biometric M achine Readable Travel Documents (MRTD’s) resulting in
ICAO 9303 TAG-M RTD/17-WP/16.pdf (1-6-07)

The “lllegd Immigration Reform and Immigrant Responsibility Act of 1996 set federal
standards for all driver’s license/ID cards (DL/ID cards) and placed state DL/ID card design under
theinfluence of AAM VA

“Enhanced Security and Visa Reform Act of 2002 — biometrics coll ected on visaholders - Visa
Waiver nations issue biometric passports designed by ICAO

REAL ID ACT of 2005 and NPRM require states to:
1. Collect, store and share highly persona information verified through online sy stems (ex.
DHS “federated querying” system or AAM VAnet)
2. Adopt global biometric DL/ID card standards set by AAM VA and ICAO “9303” photo
standards complying with “biometric data i nterchange formats” making all photos compatible
with facid recognition software
3. Link state DL/ID databases, creating common database sygems (DLA modd) — Once
databases link, the photos can be accessed by government agencies outside the state. The images
can then be used with common facial recognition sygems. Sate database linking and
information sharing permanently enrolls U.S. citizens in agloba biometric sy stem. Data cannot
beretrieved once distributed. The shared data can then be shared gobaly as part of an
internationa database linking sy stem.

Initiatives— WHTI (Western Hemisphere Travd Initiative) requires apassport for travel between
Canada, United States and M exico as of 2007— WHTI meant new applicants issued new biometric e-
passports (ICAO design). DHSbegan pilot program with Washington, Arizonaand New York to
issue biometric DL/ID card/passport hybrid acceptable as passport. TWIC (Transportation Worker
Identification Credential) - Requires biometric ID cards for thousands of government employ ees

July 2007, the EU and US begin sharing new database information on traveers, including
“racial or ethnic origin, political opinions, religious or philosophical bdliefs, trade union
membership" and “data about an individual's health, traveling partners and sexual orientation”
accordingto aJuly 27™ 2007 Washington Post article. Such data collection and sharing depends on
other federd laws, likethe recently revised FISA, to permit surveillance and data mining of
information on U.S citizens. Robert M ocrny (DHSUS Visit) statedthat goba data sharingwould
begin with Europe, Asia(GCN February 5" 2007).



